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Restrictions on the use of the DEB-0405

DuplicaTTor Evaluation Boards (DEBs) are available only to business customers.

DEBs are intended to support ‘benchtop’ software evaluations, as part of internal research and
development (R&D) activities in the company that purchases the board(s). No warranty is provided as to
their suitability for any other purpose.

In keeping with their intended use, DEBs: [1] are not intended to be complete in terms of either product
safety or environmental measures; and [ii] are not designed for (and are not suitable for) use in a product
that is released to consumers in any form.

As they are intended solely for business R&D purposes, DEBs do not fall within the scope of the European
Union directives regarding electromagnetic compatibility (EMC), restricted substances (RoHS), recycling
(WEEE), FCC, CE or UL, and therefore may not meet the technical requirements of these directives or
related directives in other parts of the world.

Use of a DEB implies acceptance of these usage restrictions.
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Pont, M.J. (2017) “The Engineering of Reliable Embedded Systems (Second Edition)”,
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(Document ID ‘DEB-0405-R002-HG-VO1A’, or a later version of this document)
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1. Introduction

This document describes how to use a ‘DuplicaTTor® Evaluation Board’ (DEB) that incorporates two
STM32F405 microcontrollers (MCUs).

The full Product ID for the board that is discussed here is ‘DEB-0405-R002’: the abbreviated identifier ‘DEB-
0405’ will be used throughout the remainder of this document.

It is expected that most organisations that purchase a DEB-0405 will be interested in exploring the use of
‘Time Triggered’ (TT) software architectures as a means of meeting the requirements of IEC 61508,

IEC 60730/ IEC 60335, ISO 13849, ISO 26262, IEC 62304, DO-178C or a related international safety
standard.

2. Information about TT software architectures

Please refer to ‘D1’ for detailed information about TT software architectures.!

3. Using the DEB-0405 with public TTRDs

The DEB-0405 can serve as a general-purpose evaluation platform for developers of TT systems.

For example, some of our public ‘Time-Triggered Reference Designs’ (TTRDs) can be used with DEB-0405:
https://www.safetty.net/ttrds

4. Using the DEB-0405 with RTL TTRDs

In addition to our public TTRDs, we provide a range of more advanced code examples — RTL TTRDs — to
organisations that hold a ReliabiliTTy Technology Licence.

Please refer to our website for further details:
https://www.safetty.net/rtl-ttrds

5. What else will you need to use your DEB-04057
To make full use of your DEB-0405, you will require:

e Asuitable Keil> compiler (e.g. ‘Keil MDK-ARM Essential’).

e Adebugger / programmer interface: for example, an ‘ST Link v2’ is a cost-effective option.
e One ortwo USB cables (USB-A to USB-Mini-B) to support UART/USB reporting (if required).
e A6V desktop / laboratory power supply.

1 Full references to ‘D1’ and other related documents are given on p.4.
2 Other compilers that target the STM32F405 can be used with this board (but at present the code examples that
are are available from SafeTTy Systems are written for the Keil compiler).
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https://www.safetty.net/rtl-ttrds

6. Typical application of the DEB-0405 in ‘IEC 61508’ designs

International safety standard IEC 61508 is concerned with functional safety, achieved by means of systems
that are implemented primarily in electrical and/or electronic and/or programmable electronic
technologies (for example, using microcontrollers — MCUs — and appropriate software).

Hardware Fault Tolerance (HFT) is a key consideration in many IEC 61508 designs.

e When we have an HFT of 0, this means that we have only a single processing path available.
If this path fails, it may be challenging to: [i] detect this failure; and [ii] ensure that the system can enter
an appropriate ‘Fail-Safe State’.

e When we have an HFT of 1, this means that we have a second (independent) processing path available:
if one processing path fails, the second processing path is intended to be able to both detect this failure
and act appropriately.

In order to provide a hardware framework that can meet the requirements of IEC 61508 and related
international safety standards, the DEB-0405 incorporates two independent hardware channels (Channel-A,
Channel-B). Each channel contains the following:

e an STM32F405VG microcontroller with debug (JTAG/SWD) and trace (ETM) interfaces;

e a 16MHz crystal-based oscillator module;

e avoltage supervisor with watchdog and manual reset functions;

e alinear power supply (3.3VDC / 400mA);

e a UART3-USB Interface (typically used for reporting to a laptop and / or for fault injection);
e a CAN Interface with protection and on-board termination;

e areference voltage source (3.0V ) for analogue measurements;

e a PTC-based temperature sensor;

e a7-segment LED display with driver circuitry;

e three LEDs (red, yellow, green) for general use;

e a3 Power-On Reset (POR) button;

e areset button;

e 3 user button;

e a2 40-pin port extension connector;

e a40-pin cross-communications connector (to facilitate data transfers between the boards).

The DEB-0405 also incorporates a single high-voltage ‘external watchdog controller’ (eWDC) module, based
on a MAX16997A IC. Such an eWDC is designed to provide a further ‘safety net’ (for situations when neither
MCU is operational). For evaluation purposes, the eWDC unit on the DEB-0405 may be controlled by either
Channel-A or Channel-B (or by both): see Section 14f for further details.
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7. Hardware block diagram

An overview of the components that make up the DEB-0405 is shown below.
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8. Jumpers

tRJP701 JP702 ity

g
@_ JP1101 [HEHEE
JP1100 et

JP901 1P902

The DEB-0405 can be configured using various jumpers.

A summary of the jumper functions is given in the table below: further information about individual jumper
settings is provided in the remainder of this document.

Jumper(s) Functionality Further information
JP3xx Power supply configuration. See Section 9.
JP5xx CAN configuration. See Section 11.
JP600 Main oscillator (fault-injection test). See Section 14e.
JP700 External supervisor - WDT (fault-injection test). See Section 14d.
JP701 Supply voltage monitoring (fault-injection test). See Section 14b.
JP702 ADC (fault injection test) See Section 14c.
JP800 Main oscillator (fault-injection test). See Section 14e.
JP900 External supervisor - WDT (fault-injection test). See Section 14d.
JP901 Supply voltage monitoring (fault-injection test). See Section 14b.
JP902 ADC (fault injection test) See Section 14c.
JP1100 eWDC configuration and fault-injection test. See Section 14f.
JP1101 eWDC configuration and fault-injection test. See Section 14f.
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9. Power supply options

The DEB-0405 can be powered via a USB connector or by means of an external 6V power supply.

The JP3xxx jumpers can be used to configure the power-supply configuration as required.

POWERINPUT CONAGURATION POWER SUPPLY CHANNEL-A
Q3e0A V3 A
g J 5I4900|)Y
<FVIN A_USB — [ w00 i
- iy 1 3 I 1, 1y |4 L R
VIN A ] 1 i J. o) Q ’
[ MMUNUAITIG 1K@ 100tz 1P300
P303 L N A SW300 Q301 RION D30 GND  EP
" I ] 100k i /mzu TLESOSIEIVSS
u—E—T— o oo ‘c'nn €302 303
| pl (WinF" 100nF 1.0pF
PIS6455 | [ 25v sV sov 257
N A AUK —] = Em
|
- POWER ON T
< e 50V
¢ L =4 — L L L L
GND GND GND GND GND GND GND  GND GND
Qose this jumper connedtion if single ]
1P301
supply operation Is required.
POWER SUPPLY CHANNEL-B
0k ViR
al SH4909DY lf
= 8 B30I 3oL
NS z ; > 1"6}3 . || i Tl |
<AVIN_B_USB o g VN B ol 1
’ ]| 11 K@ 100z 1P302
b‘AJU] Q02 R302 01 - o e EP
I ook Patizevaris TLFR0STTEIV33
P38 VN B —r 30 | e caor | caos
L 0pF 100nF 100 == 10,
PTSM‘S | S 5% S0y SOV
309 k303
FOWER O
T :
4GB
= == = == 4 4 =
GAD ND GND GRD GRD GRD GND GND GND
NOTES:
.

The use of the external watchdog controller (eWDC) requires +VIN_B to be higher or equal to 5V. Due to
the rectifier diodes and the voltage drop over the USB cabling, the eWDC will not operate correctly if the

DEB-0405 is powered by a USB port.

To ensure correct operation, the DEB-0405 should be powered by an external 6V power supply when the
eWDC is used. Please note that this applies to the DDS-0405-EC software configuration.

If (for example) a single 6V source is used, the connections and jumper settings shown below will ensure
that power is supplied correctly to both boards.
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10. External and cross-communication connectors

=
B | [ [ | [ | [ 0

NOTES:

X1000
TEMP A 1 40 39 32 PAD A
3V0 VREF A ——— 38 37 31 BOOTO A
EWDC 34 36 35 3 EWDI A
SPI2Z NSS A 5 34 33 1 WDI_A
SPI2Z SCK_A :0 32 31 59 PC8 A
SPI2_MOSI A ——39 30 29 22 PCY A
SPI2_MISO A ——35— 28 27 —3L PCI3 A
PBIZ A 26126 25 22 PE0 A
PBI3 A 204 23 8 PEI A
USARTS TX A ——22— 22 21 35 PE7 A
USART3 RX_A_——20— 20 19 (—12 EG-A A
CANI_RX A 218 17 1 EG-B A
CANI TX_A £l 15 2 EG-C_A
PB5 A 5 14 13 1 SEG-D A
PB2 BOOTI1 A 0 12 11 5 SEG-E A
USK BTN A 0 92 SEGF A
EN CANI B A ——— 8 7 SEG-G A
6 s  SEG-DP A
TVIN A 4 3
VBAT A 2 1 +3V3 A
PRPCO20DAAN-RC
GND GND
X1001
2 40 39 32 B 13V3_A
8 37
3 35
v 36 35 £ USART6 TX A - e
" 34 33 31 USART6 RX A - e
= 32 31 39 ADC POST O A
30 29 -2 ADC POST 1 A
2o 27 2L USART2 TX A o = =
28126 25 22 USART2 RX A » = =
2424 23 -2
240 21 4 I NSS A = =
2120 19 12 SPILSCK A > = =
s 17 SPIL MISO A > = =
16 15 SPIL_MOSLA » = =
) 3
e 3 B
0 12 11 3 USARTI TX A - e
10 9 2 USARTI RX A & = =
8 7
L6 s SPESCKA > = =
k= SP3 MISO A » = =
2 1 SP3 MOSLA » = =
PRPCO20DAAN-RC

GND

X1003
TEMP B 2 a0 39 22 PA0 B
+3V0 VREF B '—-25— 3§ 37 —L BOOTO B
—32_' 36 35 3; EWDI B
SPIZ NSS B '2 34 33 '1 WDI B
SPI2 SCK_B '0 32 31 :9 PC8 B
._SPIZ MOSI B 35 30 29 ‘7 PCY9 B
SPI2_MISO B 32 27 2L PC13 B
PB12 Ere 26 25 23 EO B
PB13 = 24 23 A E
USARTS TX B ——2— 22 21 —- PE7
USART3 RX B ——39— 20 19 = SEG-A B
CANL RX B L8 17 1 SEGB B
CANL_TX B &6 15— SEG-C B
PB5 B 5 14 13 1 ( SEG-D B
PB2 BOOT1 B Q) 12 11 9 SEG-E B
USR_BTN B 0 9 —— SEG-F B
EN CANI A B——— 8 7 —— SEG-G_B
6 5[ SEG-DP B
VIN B e 3
VBAT B 21 £>+3V3 B
PRPCO20DAAN-RC
GND GND
X1002
+3V3_B<t R 40 39 2 PB6 B
s ) s ——
- e USART6 TX B 3 34 33 1 PBIl B
ADC POST O B ) 32 3 9 PB14 B
.. SeeuE T — 0
= = {USART2 TX B 2826 25 2 PDL B
e b2 B
- = (SPINSS B T b3 B
- - SCK_B 20 19 2 b4 B
- - 1SO_B 2 17 D5 B
= = < SPII_MOSLB &6 15 2 D6 B
14 13 PD7 B
- e USARTI RX B 2 12 11 91 PDI10 B
- = USARTI TX B 10 9 7 PDI11 B
87— PDI2 B
- PI3_SCK B 6 53 PDI3 B
- SPI3_MISO B 4 33 D14 B
- SPI3_MOSL B 2 1 D15 B
PRPCO20DAAN-RC

The DEB-0405 provides external access to various pins on the MCUs via connectors X1000, X1001, X1002

and X1003.

X1001 and X1002 are positioned on the PCB in a manner that makes it easy to set up communication links
between the two MCUs very easily by means of jumpers. USART1, USART2, USART6 plus SPI1 and SPI3 are
available in this way. Please see Section 12 for an example of a typical configuration.
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11. Configuring the CAN interfaces

CAN INTERFACE[MQU-A]

Jumper can be used to select
between enabling the Transceiver:
[a] directly or

[b] by using MCU-B.

A3\2'{a A +3V3 A PS04
1 (I 3 g
EN CANI A B>
RS08 R500
Remove jumpers __%'____%'_'
if termination is
not needed U500 =
vee EN 4?— &y
CANL D < CANIL TX A
t CANH R b CANI_RX_A
— GND RS ~—
D500 —i SN65SHVD234DR
EESD2CGAN [ 1P500 [ JPs01
[ [ Sope Control Resistor
5 L
L || (o [ORFiOZ OR - High Speed
60.4R | 60.4R 50V - 10K - Medium Speed
501 100K - Low Speed
4.TnF
50V
GND GND  GND GND
CAN |NTE:FACE[MC1J-B] Jumper can be used to select
between enabling the Transceiver:
[a] directly or
[b] by using MCU-A.
\3\2_}3 13V3_B TS
1 L 3
“EN CANI B A »
.
RS10 RS11
Remove jumpers _%__L ToE
X501 if termination is ~
not needed . usol 5 GED
‘6 vcC EN -1'1— :
N STE p [ —
t 5¥1 CANH R e _CANI RX B »
— GND RS =—
v D501 —i SN65SHVD234DR
Eé 'Zé Ersnze [ 1P502 [ PS03
I [ | Sope Control Resistor
| Rso4  Rs0s _| o0z L 2so6 JOR - High Speed
T T J0R 10K -Medium Speed
; | : 100K - Low Speed
C503
4.7nF
50V
GND GND GND  GND GND

NOTES:

JP500, JP501, JP502 and JP503 provide control of the termination resistors on the CAN bus.

JP504 and JP505 are used to control how the CAN transceivers are enabled: the options are ‘always

enabled’ or ‘controlled by the other MCU’ (that is, MCU-A controls the transceiver on MCU-B and vice
versa). Such an arrangement might be used (for example) to implement a form of ‘bus guardian’ (reducing
the probability of ‘babbling-idiot’ failures).
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12. Typical hardware configuration

The figure below shows a DEB-0405 configured to run the DuplicaTTor Design Suite (DDS-0405).

| Comm-D Comm-H
Jumper set for n =AY R (UART1) (UARTS)
VIN_B_AUX & N oy :

Aux power
input

eWDC
monitor

rrg

[

13. Loading code on the board (Keil® example)

Where the Keil® compiler is used to generate executable code for use with the DEB-0405, the ST Link V2
provides a cost-effective means of programming the board and controlling the debugging process.

[STLink V2. Photo adapted from ST brochure]

[@ o TvRpe - enesn- Reenced o sicion — a8 x
Pl L View Proed Mah Debun Peiphes Teos SVCS Window New
T PR EE | @ ovesacencn TP Q| e

o &|@-| %

& [T system stm2idenc
system stmd2fdoh
L) thr2-02a-10405a-v00a_assert failed.c

2@ processer
I p—
R —
5@ wheduler
© 0 iz c2m 10%0%3-v001.s
L 20208050001 s
08 schedulercomms.

Stars
ScH_Sta:

L) tr2-02e 0405000 Na el tesk < :: .
1) 2 23-10405a-v001a et task b 1

L) v 0810405000 1o,_tights task.c 58 SCH_Dispatch Tasks():
13 2. e 0405a-v001,tighns, ackn 0 )

|| S/t P —— - v

a]
Eevoject [@500ks | () Funtions | D Templates
B Ot L}
*i+ Using Compiler 'W5.08 update § (bulld 423)', folder: 'CrvEeil vEVARH\ARNCC\B1a'

4 cazges 'STHIZFAOS!

oz (s), © Waraing(s).

[Plsuita utput | TRFina in Fies

Downioad code to flash memory STdink Debwsgger [ore CAP WUM SCRL AR
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14. Performing fault-injection tests

a. Overview

DEB-0405 has various jumpers that can be used to support fault-injection tests.

An overview of these capabilities is provided in this section.

b. Supply voltage cross-monitoring jumpers (JP701 and JP901)

READ BACGK MQU-B SUPPLY [MCQU-A]

Jumper isintedned to be used for
Fault-Insertion Testing 13V3 B
Qose pin 2 and pin 3 for inserting a| -
fault.

GND  GND GND  GND

READ BACK MCU-A SUPPLY [MOU-B]

Jumper isintedned to be used for
Fault-Insertion Testing. $3V3 A
Jose pin 2 and pin 3 for inserting a| -
fault.

R914
1

10k

NOTES:

The DEB-0405 provides the ability for each MCU to monitor the power-supply voltage on the other MCU.

When this facility is used, JP701 / JP901 can be used to simulate a power-supply fault.

c. ADC test serial jumpers (JP702 and JP902)

ADC TEST [MOU-A]

Jumper is intedned to be used for JP702
Fault-Insertion Testing.

Cose pin 2 and pin 3 for inserting a
fault

R722 R723
<_ADC POST O A — 4 1— ADC POST I B>
10k 10k
C709
10nF

1 sov
=+

GND

ADCTEST [MCQU-B]
Jumper isintedned to be used for 1P902
Fault-Insertion Testing. 3 — |
Qose pin 2 and pin 3 for inserting a| [ °
fault. =
_L_ —
GND  GND

~ R9IS | R9I9
<_ADC_POST O B —__F4—__1—_ ADC POST I A>
10k 10k

C907

NOTES:

The DEB-0405 provides the ability for each MCU to generate signals that can be used to test the ADC unit

on the other MCU.

When such a facility is used, JP702 / JP902 can be employed to inject faults into this test system.
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d. External supervisor and watchdog timer jumpers (JP700 and JP900)

EXT. SUPERVISOR + WATCHDOG [MCU-A]

SENELA +3V3_A
MANUAL A A
RESET
MCU-A R703
U701 P700 10k
— —
SWI00, +——— vop RST - i NRST A >
1 3 N WDI =3
: 2 MR GND Lw
2 4
PTS6458 €700 MCP1320T
== l00nF
s0v
= - 1
GND iN GND
EXT. SUPERVISOR + WATCHDOG [MQU-A]
V3B 13V3 B
MANUAL a 1AY
RESET
MCU-B R903
Uso1 JES00 10k
SW900 — rdi — I n—
1 N — WDI - —
MR GND —— WDI B >
[z | R _WDILB_
PTS645S €900 MCP1320T
== 100mF
50V
_— _L_ ——
GND GND oo

NOTES:

The MCP1320T provides both a voltage supervisor and an external watchdog.

The watchdog behaviour is optional: it is started with a falling edge on the WDI pin.

The MCP1320T can be removed from the circuit (for each MCU independently) by means of JP700 / JP900.
This facility is provided to support code testing.

e. Main oscillator jumpers (JP600 and JP800)

16MHz MAIN OSCILLATOR[MCU-A]

Jumper isintedned to be used for
Fault-Insertion Testing.

The osdllator can be disabled by
removing the jumper.

P600 D Lo
OUT VDD ——
1 -
- ——L_ v oD
Reos 10K 16MHz
10k
_L_
GND

+3V3_A

GND GND

16MHz MAIN OSOLLATOR [MQU-B]

Jumper isintedned to be used for
Fault-Insertion Testing.

The oscillator can be disabled by
removing the jumper.

+3V3 B

IP800

OSC_B
RE0S

—
o—1>

——
>
Zl‘ﬂ
£ =z
5
Q
=
g

R806 Gk
10k

i

Q
Z
=}

+3V3 B

GND  GND

NOTES:

JP600 and JP800 are included to support fault-injection tests (oscillator failure).
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f. eWDC jumpers (JP1100 and JP1101)

HIGH-VOLTAGE EXTERNAL WATCHDOG TIMER[MCU-A / MCU-B]

Q1100 LED1100

MMBT2222A-7-F Zx R1100
NINE | -} EWDC
RII0] LTST-C193KG %
47k | [GREEN]
|: RI1102
10k el D1100 o
.__| l— MMIZO TG crot Jumpers are intended to
1 _L _| I_ be used for fault insertion
[T — = I . test.
50V GND  GND 100nF =
50V GND
G .| uno JP1100
—— SNJIVC GREDBVR :'—'Q_l_ T

MM3Z5VITIG 2 10k MAXI16997AAUA+ -

IN ENABLE
> 2o EN NC. —= a
<=~ NC. WDl pm—————— 7 P1I01
—2 SWT  GND —— —
DLIOL o g L‘-O'_'O-I—@

| cli02
10nF RI104 [|RI105
| 50V 10k 10k
= /= J_— L = = =L
GND / GND  GND GND GND GND  GND

Resistor is not fitted.
If required it can be used to set the UVLO level.

NOTES:

JP1100 and JP1101 can be used to disconnect MCU-A and MCU-B (respectively) from the eWDC: these
jumpers are primarily intended to support fault-injection testing on the board.

Please note that the jumpers are 'swapped' on Revision 002 of the board: that is, JP1100 (that controls
MCU-A) is positioned next to MCU-B (and vice versa).
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